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1 OBUIME IMOJIOXXEHUSA

Hacrosiias nporpamma  JiononHuTenbHOro obpasoBanusi Obecneuenue
0e30macHOCTH MEepPCOHANBLHBIX JaHHBIX NMPU uX obpaborTke B MH(OPMAIMOHHBIX
cUCTeMax IepCOHANBHBIX JaHHbIX (Janee - mporpamma) paspaborana YacTHbIM

g oﬁpaaonaTeanbm YUpeiKJIeHHEM JOMOJIHUTEJIBHOT'O! npocbeccuouanmorq -

obpazoBanusi «PoCTOBCKMII LEHTp NOBBIIEHHUS KBaIM(pUKauu B 00gacTH
uHpopMalmOHHBIX TexHonoruii u ceasw»  (UOY JITO «PLITIK») ¢ yuérom
tpeboBanuii: ®PepepanbHoro 3akoHa ot 29.12.2012r. Ne 273-®3  «O06
obpazoBanun B Poccuiickoii @epepaunn», «JlokTpunbsl HMHDOPMALMOHHOMN
6e3onacHoct Poccuiickoi @enepauuny, yreepxaennoi Ykasom Ilpesunenra PO
Ne 646 ot 05.12.2016 r., ®exnepanbHoro 3akona or 28.12.2010 r. Ne 390-®3 «O
OesonacHocT», ®enepansHoro 3akoHa ot 27.07.2006 r. Ne 149-®3 «O6
uHpopmanuy, HMHGOPMAIMOHHBIX TEXHOJOIMSAX M O 3aummre uHGOpMaLUW»,
®enepanbHoro 3akona ot 27.07.2006 r. Ne 152-@3 «O nepcoHaJbHBIX JIAHHBIXY,
npuka3a Munobpuayku Poccuiickoii ®enepannu ot 05.12.2013 r. Ne 1310 «O6
YTBEPKJACHUH TOpsifika pa3paboOTKU JOMOJIHUTENBHBIX NPO(eCcCHOHATBHBIX
nporpamm, CoOJepKallluX CBeJEeHHs, COCTABJISIIOLIME IOCY/JapCTBEHHYIO TaiHy, H
JIOTIOIHUTENILHBIX NPO(GECCHOHAIBHBIX MPOrpaMM B 00J1acTH MH(POPMALIHOHHOM
GesomacHoCTH», «MeTOHYeCKHX pPEeKOMEHJAI|H 1o pa3paboTKe MNporpaMm
npoeCCHOHANIBHOM  TNepenoAroToBKe W TOBBILEHHsS  KBaTH(pHUKAILMH
crieuaiucToB, paboraonux B obnactu obecrnieyerus 6e30nacHOCTH HHPOPMALK
B KJIIOYEBBIX CHCTEMax HMH(OPMALMOHHOW HH(PACTPYKTYpPBl. NPOTHBOJACHCTBHS
WHOCTPAHHBIM TeXHHYECKHM pa3BeJIkaM M TeXHUYeCKOH 3amurte WHGOpMaLuu»,
yrBepxkjieHHbix  PCTIOK Poccun  04.04.2015r. W npuMepHOl npoOrpaMMel
NOBBIIIEHUs] KBaM(pHUKaLUK, paspaboTaHHON! MPIHTpYIl,a Poccuiickoii Cl)enepaunu
(HHCBMO MunTtpyna P® or 09.09.2013 r.).

OcnoBoli muist pazpaborku nporpammsl sBisiiotes: [locranosnenne [1paBurenscrBa
Poccuiickoii ®enepauuu ot 01.11.2012 r. Ne 1119 «O6 yrBepxaeHuu TpeboBaHHii
K 3alldTe IEePCOHANBHBIX JaHHBIX NpH MX obpaborke B HHOOPMALHOHHBIX
CHCTeMax NEepCOHAJBbHBIX AaHHLIX», «TpeboBanus o 3ammure HHOpMAaILMH, HE
COCTABJISAIOIIEH TIOCYJapCTBEHHYIO TalHy, COJAEpKalleicss B IocyapCTBEHHBIX
MH(OPMALHOHHBIX CHCTEMAX), YTBEPIK/ICHHBIE MPUKA30M ®OCTIK  Poccun or
18.02.2013 r. Ne 17, «CocTaB ¥ cojiep)kaHHe OpPraHu3alHOHHBIX H 'rexrmqecmx
mep 1o obecrieueHnr0 6€30MaCHOCTH MEePCOHANBHBIX JAHHBIX MPH UX 00paboTke B
MHPOPMALIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JaHHBIX», YTBEP)K/IEHHbIE MPUKa30M
OCTOK Poccun ot 18.02.2013 r. Ne 21, a raxke poxymeHntsl @CTIK Poccun u
®Cb Poceun, pernamenTHpyromue Bornpockl  ofecniedeHus  0e30IaCHOCTH
nepcoHaIbHbIX JlaHHbIX: «bazoBas Mozens yrpo3 6e30macHOCTH MEepCOHAIBHBIX
JNaHHBIX MpH HMX 00paboTke B HH(OPMAIMOHHBIX CHCTEMAx IEPCOHATBHBIX
JaHHBIX», «MeTOJMKa ONpeieNeHusi AKTYalbHBIX yrpo3  Ge3onacHocTy
NepcoHaNbHBIX JIaHHBIX IIpH HMX o00paboTke B HH(OPMAIMOHHBIX CHCTEMAx
NEepCOHANbHBIX JaHHBIX», «OCHOBHBIE MEPONPHATHA 10 OpraHW3alkH |
TeXHUYECKOMY obecrievyeHuIo Ge30nacHoCTH [IEPCOHATIBHBIX JTAaHHBIX,
obpabarbiBaeMbIX B MH(MOPMALMOHHBIX CHCTEMax TEePCOHANBHBIX JIAHHBIX» U
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«Pexomenaimu 1o obecrieyeHuto 0€30MacCHOCTH NMEPCOHANBHBIX JAHHBIX MPH HX
obpaborke B HMHGMDOPMAIMOHHBIX CHUCTEMAaX IE€PCOHANBHBIX JAaHHBIX», «THUMOBOM
perjiaMeHT MpPOBE/eHUs B Mpejesax I[OJHOMOYUN MEepOnpUATHH 10 KOHTPOJIO
(Han3opy) 3a BeIONHEHHEeM TpeOoBaHuUi, ycranoBleHHBIX [IpaBurenscTBoM P@, K
obecrieueHnto 0OE30MaCHOCTH [MEPCOHAJBHLIX JIAHHBIX Npd HX o00paboTke B
MH(OPMALMOHHBIX CHCTEMAX MePCOHANIBHBIX JaHHBIX», « THUIIOBBIE TPpeOOBAHUS 110
opranuzauud ¥ obecriedenuto  (QYHKUMOHMPOBAHHWS  IIM(DPOBAIBHBIX
(xpunrorpadguyeckux) cpeicTB, NpeJHA3HAYSHHBIX JUIS 3alUTH HHGOPMALIUH, He
coziepikallieif CBeJeHHH, COCTABISIONMX IOCYAapCTBEHHYIO TailHy B Clydae uX
HCIIONIb30BaHuUs Ui obecriedeHus 6€30MacHOCTH MEePCOHANBHBIX JAHHBIX NMPH HX
obpaboTke B HH()OPMALMOHHBIX CUCTEMAX IIEPCOHAJIBHBIX JIAHHBIXY.

2 [EJIb PEAJIM3ALIAH ITPOT'PAMMBI

Llenpio oOydeHuss 1o mnporpaMMe SBISIETCS OCBOGHHE CIIELHAIUCTAMH
aKTyaJbHBIX M3MEHEHHWH B Bompocax Hpo(ecCHOHAIBHON JIeSTeTbHOCTH,
OOHOBJIEHME WX TEOPEeTHYeCKHX 3HAHHH M yMEHHH, pa3BUTHE HABBIKOB
NPaKTHYECKUX JCHCTBUHI 10 IIAHUPOBAHUIO, OPraHU3allii M NpoBe/IeHHI0 paboT
1o obecnedeHnro Ge3onacHocTH nepconansupix Aannbix (I1/{H) npu ux o6paborke
B HH(OPMALIMOHHBIX CHCTEMAaX B YCJIOBUSX CyI.ueC’[‘BOBaHH}I yrpo3 6e3onacHoCTH
HH(pOpPMALIUH.

O6yuaromuecs: 1Mo nporpaMMe MOBHIIEHUS! KBAIM(UKAIUK TFOTOBATCS < K
OCYILECTBIICHHIO  CIEAYIOIIUX  MNpo(ecCHOHANBHOM  BHAOB  JEATELHOCTH:
OpraHU3al[HOHHO-YTIPABIeHYECKast U POEKTHAs.

~ ObbexkTaMu 1PO(hecCHOHANILHON AeATeIbHOCTH 00YHAIOIMXCS SIBIISIOTCS
obbexTel uHpopmaTuzauuu (OU), BKMOUArOUMEe aBTOMAaTH3UPOBAHHBIE
(nadpopmarmonnsie) cucremsl (MC, AWC) pa3nu4yHOro ypoBHS W HasHaYeHMs,
cpeacTBa M cuctembl 00paboTku MHQOpMaWMH M cpejcTBa MX obecrnevyeHwus, a
TaK)Ke IOMEILeHHUs], TIpe/Ha3HAYeHHbIe JUISl BEJICHHSI MeperoBOpOB, COJepKaliux
[T/In (3ammmaemsle nomenienus (311));

TexHu4yeckue KaHanbl yreuku uHpopmauun (TKYHU) ma OM m yrpossl
6esonacHoctu uHpopmanuu B UCIT/IH, Ha aBTOMaTH3HPOBAHHBIX pabounx MecTax
(APM) u B 3IT;

CHCTEMa HOPMATHBHBIX I1PaBOBBIX AaKTOB, METOJMYECKHX JIOKYMEHTOB,
HALMOHAIBHBIX W MEJK/lyHapoIHbIX cTanjiaproB B obnactu T3, copepxaiieii
IT]1n;

criocoObl ¥ CpeJIcTBa, HCTIoNb3yeMble [ist obecrieyerus 3ammTel [1/]H.

ITocraBnennas 1enb JOCTUIAETCsl PeLIeHHeM CIIEAYIONNX 3a/ay:

M3y4Ye€HHEM HOPMATHBHBIX [PABOBBIX M ~ OPraHM3allHOHHBIX  OCHOB
obecrieuennst 6e30MaCHOCTH [EPCOHANBHBIX JIAHHBIX B  HMH(OPMAIMOHHBIX
cHCTEeMax MepcoOHANbHBIX JaHHBIX;

M3y4eHHWEM METOJ0B M NpOLEAyp BBISBICHUS yrpo3 Oe30macHOCTH
MepPCOHATBHBIX JIAHHBIX B HH(MOPMALMOHHBIX CHCTEMAX MEPCOHATBHBIX AAHHBIX W
OLIEHKH CTENEHN MX ONAaCHOCTH;
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NpakTHYeCKOH 0TpaboTKOH crocofoB M IOpsjka NPOBEJEHHs paboT 10
obecrieueHnio 0E30MACHOCTH MEPCOHAJBHBIX JaHHBIX INpU HMX 00paborke B
HH(OPMALIMOHHBIX CUCTEMAX NEPCOHAIIBHBIX JAHHBIX.

3ajjauamu po(eCcCHOHATBHON AeSTEeIbHOCTH 00yYaloUXCs SBISIOTCS:

a) B OPraHru3alMOHHO-YIIPABIECHYECKOHN JIeATEIbHOCTH

IUIAHMPOBAHUE JEATeNILHOCTH 1o obecneyenuro 3amuthl 1111 (pazpaboTka
JOKYMEHTOB, pPErJIaMEeHTHPYIOIMX B OpPraHW3alMd  IONMTHKM  (NpaBuia,
npoleaypsl) 1o odecneveHuo TexHuueckoii sammrel [1/1x);

opraHu3alusi BHEJpPEeHHs W NPHMEHEHHs MOJWTHK (IpaBul, NpoueAyp) 1o
obecrneyenuio Texuuueckoi samutel [1/[H B opranu3zanuu; ‘

MpoBeJieHHe KOHTPOJs (MOHMTOPHHIA) M AHAIM3a NPUMEHEHHs! MOJUTHK
(mpaBui, mpoteayp) no obecrneueHnIo Texuudeckoi samuTel [T/[H B opranusaumnu;

MOAJEPIKKa M COBEpIICHCTBOBAHUE - JIEATENLHOCTH 10  OOecreyeHuro
TexHH4Yeckoi 3amuThel [1/lH B opranu3anyu;

0) B IPOEKTHOM JIeATEIbHOCTH:

_ onpenenenne TKYHU na OU u yrpos 6e3onacHoctu uudopmaiyn B UCIT/IH,
Ha APM u B 311;

bopmupoBanue TpeboBanuii K obecriedenuio Texuuueckoit saumrel [T/{H Ha
OMU (popmuposanue TpeboBanuii K cucreme 3amuTsl HHGopmauu ON);

paszpaboTka crioco6OB U CpeACTB Ul OOecreueHns] TeXHUYECKOH 3aluThl
I1/11 na OU (paszpabotka cuctemsl 3auuThl vHpopmaimu (C3H));

BHEJI[PEHHE CIIOCOO0B M CpeACTB il obecreueHusl TEXHUYECKOH 3alluThl
I1/11 na OV (suenpenne C3M OM). '

_ 3 TPEBOBAHMUS K KBAJIMOUKALIUU NNOCTYHAIOUIEI'O HA
OBYYEHHE

Vposenb  oOpasoBaHMsi JIMI@, [OCTynawouiero Ha  obydenue, -
cpejiHee/Bbiciiee 0Opa3oBaHKe MO CHELHUATLHOCTAM B 00/1acTH HHPOPMALMOHHOM
Oe3omnacHOCTH, WK MpodecCHOHabHAs IEPeroAroTOBKa JIjIsl BHITIOJIHEHHs HOBOIO
BH/IA ITpodeccHoHaIbHOM nedrenbHocTH - T3M, uim unoe Boiciiee obpasoBaHue U
craxk pabotsl B obsactu T3U.

¥ ) 1t

4 TJIAHUPYEMBIE PE3YJIbTATHI OBYYEHUS

3HaHusi, TOJydyeHHbIe B XoJe H3ydeHus Oioka KypcoB IO 3alure
[IEPCOHAJIBHBIX JIaHHBIX, IPU3BAHBI IOMOYb CIELHAINCTAM Pa3IMYHBIX KaTEropui,
OT PYKOBOJHWTENEH TNpeInpusTAH M HUX CTPYKTYPHBIX MOJpas/ielieHHd JI0 JIHI,
CBSI3aHHBIX €  opraHuzanued  o0pabOTKM  NEpPCOHANBHBIX  JaHHBIX U
HEMOCPEJCTBEHHO  OTBEYAIOIMX 3@ 3allUTy HHpOpMaluM, U  BEJCHHUE
JIeJIONPOU3BO/ICTBA.

Ilpoiiecc OCBOEHMsI CIyLIATeNsIMH JI@HHOHM IporpaMMbl HalpaBleH Ha
COBEPLIEHCTBOBAHUE M (MJIM) IIOIY4YEHHE CIICYIOIIMUX KOMIICTCHIIMM
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- MpaBOBbBIE W OpraHU3allMOHHLIE OCHOBBI  3aIlUTLI HH(bOpMaI.IHH
OrpaHH4Y€HHOro JOCTYyIIa

- yrpo3sl OeszonacHoctH uHpOpMalMH Ha oObekrax HH(OpMaTH3aLuUy,
OCHOBHBIE OpraHHM3al[MOHHBIE Mepbl, TEXHUYECKHEe W IpOrpaMMHbIE Cpe/CTBa
3alUTHl MHPOPMAIIMK OT HECAHKLIIMOHMPOBAHHOTO JI0CTYyTa

- MEpomnpusATHs 10  TEeXHUYecKoMy — obecrieyeHuro  06e30MacHOCTH
MepCOHANIBHBIX JIaHHBIX TpU MX oOpaboTke B HMHOOPMALMOHHBIX CHCTEMax
NEePCOHAJIbHBIX JaHHBIX.

- OCHOBBI OpraHu3alud ¥ BeieHus pabor no obecnevyeHuo 6€30MaCHOCTH
MEepCOHANIBHBIX JIAHHBIX TIpU MX o00paboTke B HHOOPMALMOHHBIX CHCTEMax
NepCOHAJILHBIX JaHHbBIX.

: - pealn30BbIBATH TUIIOBBIE MOJE/IH 3aUIMIIEHHBIX nH(bopMauHOHme
cucreM 06paboTKK NEepPCOHANBHBIX JAHHBIX

a) 3HaTh: - |

e OcHOBHBIE  TIOHATHS W ompejeleHus  MHOOPMALUOHHOM
6e30MacHOCTH; '

e HopmaruBHble  J0KyMeHTBl B  obnacty  MH(OpPMalMOHHOMH
besonacHocTH; L

e [lpaBossie ACTIeKThI oﬁecneqeﬂm sarurs T

e Bo3MOXHBIE PHCKU OpraHu3aluil M MX IIOCJIEJACTBUSl IIPU yTeuke
I1/1n;

e  CrpyKTypa u HanpapjieHus AestensHocTd cuctemsl T3U. A

e  OcHoBHble npuHUUNBL ofecneyeHuss 0E30MacHOCTH NEepCOHANbHBIX
J@aHHBIX MpH KX 00paboTKe;

e OcHoBHbIe TpeOOBAHUS U PEKOMEH/ALIUH 110 sauTe TIePCOHAIBHBIX;

e Ouenka 3 GeKTUBHOCTH 3aLATHI IEPCOHANLHBIX JAHHBIX;

e Tunosele TpeboBaHWS IO  OpraHU3alud | obecredenmio
dyHKIMOHMpOBaHUA MIH(PPOBANBLHEIX (KPHITOrpadHUIECKHX) CPE/ICTB; -

e  Auanu3 cpejactB obecrieueHuss 6€30MaCHOCTH NMEPCOHANIBHBIX JAaHHBIX
0T (PU3UYECKOTO JIOCTYIIA;

e Conepxanue, 1nopsiJiok paspaboTKy U BBOJA B JEHCTBHE BHYTPEHHUX

HOPMaTHBHBIX JIOKYMEHTOB U aKTOB; ' '

e  OrBercrBeHHOCTh 3a HapylueHue TpeboBaHMI 3aKOHOJATENLCTBA
Poccuiickoi ®@enepanun B 0071aCTH NepCOHANBHBIX JIaHHbIX;

e  KomMmmekc opraHM3alHOHHBIX H TEXHUYECKUX MEPONIPUSATUH;

e [laccuBHBIE M aKTHBHBIE CPECTBA 3AILUTHI IEPCOHATBHBIX JaHHBIX.

©) BiajseTh HABBIKAMU:
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e  VYmenue Krmaccu(pUuMpoBaTh yTpO3bl Ge3zonacHOCTH B
HH(POPMALIMOHHON CUCTEME;

e  VMeHHe ONpeesTh TeXHHYeCKHe KaHallbl yTeuky uH(popmaiuu;

e  VYMeHnue cocTaBisaTh 6a30ByI0 MoJienb yrpo3 6esonacnoctu [1]/1H.

e PaspaboTka HOPMATHUBHOH ~JOKyMEHTAUWH HEOOXOAMMOW JUIf . -

oﬁpaﬁorm IT/In B uH(OPMALIMOHHBIX CHCTEMAX;
e  Paspaborka opraHu3alMOHHO-PACTIOPAIUTENBHOMN JJOKYMEHTALIHH;
e [IlnanupoBanue paboOT 1O  KOHTPOJNIO  COCTOSIHUSL  3all{MThI
HCpCOHaJIBHbIX JIAHHBIX.

5 OPrAHMU3AIMUOHHO-NNEJATOI'MYECKHE YCJIOBUS

~ Jlabopatopubie 6aszsi YOV JII1O «PIIIIK» ocHAIIEHbl  COBPEMEHHBIM
obopyioBaHKeM, CTeHIaMHu, NpubopamMi, NO3BOJIAIOLMMH H3y4aTh U UCCIIEN0BATh:
anmaparypy, MporpaMMHO-annapaTHbie KOMIUIEKCH, CrelHalbHOe MPOrpaMMHOe
obecnieuenue, mpoieccsl obpaborku uupopmamu u TexuHuueckne Cp3U B
COOTBETCTBUH C peali3yeMOoii pOrpaMMOi MOBBIIEHUS KBAIM(pHKALIUH.

KoMmnbeioTrepasie kiaacchkl ¢ obopyaoBaHHeiIMH APM  juis  mpoBejieHus
yyeOHBIX 3aHATHI, HA KOTOPBIX MPHCYTCTBYET pedeBas W BHJ0Basi HH(pOpMalys
- O[11, arrecrosansl 10 TpeboBanusM OesomacHoctu uHbopmanuu. KomuuecTso
APM B 3Il onpezpensiercsi u3 pacdera oJHO paboyee MecTO Ha OJHOIO
ofyuarouierocs.

YOV IO «PILIIIK» wuMeer HeoOXOAWMBIH KOMIUIEKT JIMLEH3UOHHOIO
nporpaMMHOro  obecriedeHusi M CepPTUQUUUPOBAHHBIX  NPOrPaMMHBEIX H
annapatabix Cp3K3.

®opmupoBaHHe  NPO(ECCHOHANBHBIX  KOMIIETEHLWH  obecrieynBaeTcs
IIAPOKUM - HCTIOJIL30BAHUEM B y4yeOHOM Iporecce aKkTHBHBIX W PIHTepaK'I‘HBHBIx
(GopM npoBeeHUs 3aHATHH (KOMIBIOTEPHBIX CHMYJIALMH, JEIOBBIX H POJIEBBIX
urp, pasbopa KOHKPETHBIX CHTYalii) B COYETAHHH C BHeAYIHTOPHOM paboToii ¢
1enbio GOPMHUPOBaHUS M Pa3BUTHA MPOPECCHOHAIBHBIX HABBIKOB 00y4arOIIHXCsl.

[IporpaMMa TOBBINICHHS KBATH(GHUKALMK MpeIyCMAaTPUBACT IPOBE/EHHE
3aHATHH B COOTBETCTBMM C [I€JIEBHIMH YCTAHOBKAMH IIPOrpaMMBbl, KOTOpPBIE
obecneunBaloT TpeOyeMblii ypoBeHb YCBOeHMs y4eGHOro Mmarepuaia. 3HaHUS
MPHOOPETAIOTCS  MyTeM TpOCITYIIHBAHH nekuuii B Qopmare BeGHHAPOB U
MpakTHYeCKoi paboThl.

IToMumo yueGHOM nHUTEpaTyphl BKJIKOYEHBI O(HIMAIBHBIE, CIPABOYHO-
oubnuorpadguueckue ¥ CreUHAIA3UPOBAHHbIE TEPHOJMYECKUE H3/aHUsl, B TOM
YKcsie NPaBOBble HOPMATHBHBIE AKTHl H HOPMATHUBHBIC METOJMYECKHE JJOKYMEHTBI
(HM/]]) B obsiactu uHpopMauMoOHHON O€3011acHOCTH.

s ofyuarommxcst  obecrieumBaeTcs  JIOCTYN K COBPEMCHHBIM
'npocbeccuouanbﬂbm 6asaM  JaHHBIX, MH(POPMAIIMOHHBIM ~ CIIPABOYHBIM W
MIOMCKOBBIM CHCTEMaM 110 TeMaTHke HH(opMalHoHHOH 6e301acHOCTH.
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W3MeHeHus ¥ IONOMHEHUs] BHOCATCS B IPOrpaMMy 110 Mepe He0OX0AMMOCTH
B LENSX € aKTyalu3aliid B Clydyae W3MEHEHHH 3aKoHoJaTeNnbHOH Oasbl M
OCYILIECTBIISIOTCS 110 pacrnopsukeHuto pykosojurens YOY /IO «PLITIK».

Cosnanue 610Ka KypcoB 110 3alUTe MePCOHANBHBIX JAHHBIX MPOAHKTOBAHO
HEOOXOJMMOCTBIO PELIeHUs 3a/iad, NOCTABICHHBIX IEpe]] BCEMHU POCCHHCKMMH
KOMIIAHUSIMM ¥ OpPraHu3alUsiMu B CBsA3H ¢ npunsitieM ®enepanpHoro 3akoHa «O
MIEPCOHAJIBHBIX JIaHHbIX». [ JlaBHas 1edb 00y4YeHus 3aluTe NePCOHAIbHBIX IAHHBIX
— JlaTh 3HAHUS PYKOBOJMTENsSM MW CHElHalMCTaM OpraHu3alui-onepaTopos
nepcoHanbbix Aanusix ([1/1H), HeoOXxonuMble Uit COOMONECHHS B OpraHU3aIHsIX
nopsaka obpaborku u 3ammutel [1/lH B coorBercTBUM ¢ TpeGoBaHMAMU
POCCHUHCKOI0 3aKOHO/IaTeJIbCTBA.

Ocoboe BHHMaHHe B MporpaMMe Kypca yAelleHO BOIIpOcaM TEeXHHYEeCKOM
peanuzaiy TpeOOBaHUI 3aKOHO/JATENILCTBA 10 3ALUTE EPCOHAIBHBIX JaHHBIX. B
Xxole OOydYeHHsl 10 3alUTe MePCOHAIBHBIX JAHHBIX CIYyLIATeNd I0Jydar
NPUKIAJHBIE 3HAHUS O BAKHBIX ACMEKTaX pPeryJMpOBaHUs OTHOLICHWH MEeX1y
pabotHukoM u paborosaresneM. B pamkax npejuiaraéMeIX IIpOrpaMM TakKe
PaccMaTPHBAIOTCS BONPOCH! TOCY/IAPCTBEHHOIO KOHTPOJIA M Haj30pa B obusact
3AIUTHl  [IEPCOHANBHBIX JAHHBIX, TPaB M 00sf3aHHOCTEll TNpejcTaBUTENEH
HAJ[30PHBIX OPraHOB W OIllepaTopa MpH MPOBEJAEHHH IPOBEPOK B COOTBETCTBUH C
TpeOOBaHUSIMU POCCHHCKUX 3aKOHOB. IIpUBOAMTCS nepedYeHb NMpaKTHIECKHX mep,
KOTOpble JIOJUKHBI OBITh  Peaju30BaHbl MPEANPUATHAMH, OPraHM3aLUsIMH,
(U3HYECKHUMHU JIMLAMH, OCYLIECTBISAIONIMMH 00paboTKy NepCcoHaNbHBIX AaHHBIX.
3HaHus, MOJydYeHHBIE B X0Je U3yyeHus Ooka KypcoB 110 3allluTe NepCOHAIbHBIX
JAHHBIX, MpPW3BAHbl TOMOYL  CHCUMANHCTAM — PasJU4HBIX Kareropui, OT
pyxosonmeneu NpeANpUATHIH M MX CTPYKTYPHBIX NOJpasjieleHuid [0 I,
CBA3aHHBIX €  oOpraHuMsanied  o0paboOTKM  MepcOHaNbHBIX  JaHHBIX M
HETOCPEeJICTBEHHO ~ OTBEYAlOMMX 33 3amuTy HMHQOpMalM¥, |  BeleHHe
JIENIOTPOU3BO/ICTEA. N

B mpoluecce M3yueHHs J@HHOW NPOrpaMMbl HEOOXOIMMO HCIOJIB30BATH
JICUCTBYIOIIHE 3aKOHOAATEeNIbHbIE aKThl B 00J1aCTH 3l ThI IEPCOHANIBHBIX JAHHBIX
B MH(OPMALMOHHBIX cHcTeMax 00paboTKH MEepPCOHANBHBIX JAHHBIX, TEXHHYECKOM
3alUThl WHOOPMAIMKM, JOKYMEHTbl HAallMOHAJILHOM CHCTEMBbl CTaHJApTH3aLUH,
OpraHU3alMOHHO-PACTIOPSAUTENILHBIE " HOpPMAaTHUBHBIE JIOKYMEHThI
®OCTOK Poccuu, @CB Poccun u MunucTeperBa HHPOPMALMOHHBIX TEXHOJIOTHH 1
cBsi3M Poccum, a Takke COOTBETCTBYIOLIHE Yy4eOHO-METOAMYECKHE MOCOOHs,
HJUTIOCTPATHBHBIH MaTepual (Npe3eHTalun).

, Ha JeKIHOHHBIX 3aHATUSAX M3Jlaralorcs Hauboliee BaXKHbIE W CIIOXKHBIE
BOTIPOCHI, SIBJISIIOLIAECS TEOPETHYECKOH OCHOBOM HOPMATHBHBIX JIOKYMEHTOB H
MPAKTHYECKHX JAeiCTBHIl 110 3allUTe NepCOHATBHBIX JAHHBIX B HH(OPMALMOHHBIX
cucreMax 00pabOTKH MepCOHANbHBIX JAaHHBIX. YacTh JEKUMH MOXKET U3ararbes
NpoGNeMHBIM ~ METOIAOM ¢  MNpHBJIEYEHHEM  Ciylarened JUis  pelieHHs
chopmynupoBaHHOii npenoaasareneM npobiemsl. C 1enbi0 TEKyIIEro KOHTPOJIs
3HAHWH B XOJe JIEKIIUI MOTYT MCIIOJIb30BATHCS Pa3IMuHbIe IPUEMBI TECTUPOBAHM.
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JUis TpoBeJeHHs TIPAKTMYECKOro 3aHATHA HeoOXOAMMO HCIIOIb30BATh
MeToMYeckre pa3paboTKH, TO3BOJSIONIME - WHAWBHIYAIN3UPOBATh 3a/laHus
o0y4aeMbIM B 3aBHCHMOCTH OT MX JOJDKHOCTHBIX KaTeropuii. Takue 3anaHus
IMPeACTaBIAIOT cOoOOW MpoOJieMHbIe CHTYallHOHHBIE BapHaHThI, Pa3iH4aloLHecs
MOJEIAMH MH(MOPMALMOHHBIX CHCTEM IEPCOHANLHBIX JaHHBIX, M HabopoB
KOHKPETHBIX  JICMCTBHi, CYIIECTBEHHBIX JUIS  ONPEJENEHHBIX  KaTeropui
06y4aeMbIX 00BEIMHEHHBIX B COOTBETCTBYIOLLYIO OAPYIIILY.

, C uenbio TEKyLIEro KOHTPOJsS 3HAHWUH B XOo/e NPAaKTHYECKUX 3aHATHIM
JIOJKHBI IPOBOJIMTECS BBIOOPOYHbIE ONMPOCH U (MIJIM) HCTONB30BATHCS PA3THUHbIE
IPUEMBI TECTHPOBAHMS.

Hayuno-nesaroruyeckue pabOTHMKH, OCYIIECTBIISIONIME TpErnojaBaHue
JlaHHOMIIpOrpaMMbl, UMeOT  o0pa3zoBaHHe, COOTBETCTByIOIIEEe  NpO(HIIO
MpenojiaBaeMoil  JIMCHUIUTMHBI(OTACNBHBIX — MOJAYJIEH), KOHKPETHBIH  OIBIT
peanu3aii pa3paboToK ¥ MHOI (GOPMBINPAKTHUECKON AEATENBHOCTH B 00IacTH
nmpopmauuouﬂou Ge3onacHocTH.

Wy 3 . : ki

6 D®OPMbI ATTECTALUHUHU U (DOHJII)I OHEHOYHBIX CPEI[CTB

KOHTpONBHO-NIPOBEPOYHbIE  3aHATHS  BKJIIOYAIOT  BXOJHOHW  KOHTPOJIb.
OcBoenue 00y4arOIIMMHUCS IIPOrpaMMbl TIOBBIIICHMS KBATM(QHKALMHK 3aBEpIIACTCA
MTOrOBO# arrecranueii B popme Tecra.

[Tepedenb BONPOCOB (TECTOB), WUCIOJIB3YEMBIX I MPOBE/ICHHS HTOIOBOM
aTTeCTallUH, MOJIHOCTBIO COOTBETCTBYET M OTPKAET COJEPIKAHUE JICKIIMOHHBIX W
MPaKTUYECKUX 3aHATHH M0 BCEM TEeMaM [POrpaMMBEl.

Jlns  mpoBeleHHs WTOrOBOM aTTeCcTallid  CO31AaeTcsl aTTeCTallMOHHas
KOMHCCHS, cocTaB KoTopoii yreepaaaercs aupextopom YOV IO «PLITTK».

Bxo/1HOM KOHTPOJIb OXBAThIBAET BCeX 00ydaeMbIX M TPOBOAUTCH B (Gopme
TecTUpoBaHms. Llenbio ero sBisieTcs onpe/ieieHue YpoBHs 3HaHHH 00ydaeMbIX JUis
KOPPEKTHPOBKH M aJlanTaluy y4eGHOro npouecca 1noji KOHKpeTHble NoTpeOHOCTH
obyuaeMbIX, ¢ YY4ETOM YPOBHSI OCBOEHHs y4eOHOro mMartepuaia, M3y4eHHOro HWMH
paHee B pamKax TmoyiydeHusi 6a3oBoro oOpa3oBaHMAMIIM Ha Kypcax IOBBIILICHUS
KBaJIU (UKL K.

OueHouHble CPeICTBA, BKIIOYAIOT TECTHI, NO3BOJISIONINE OLEHNTH 3HAHMS,
YMEHHsI M YPOBEHb l'lpHOGpGTEHHbIXKOMHeTeHHPIH B xome TecTpoBaHMs
HCTIONIB3YIOTCS COBpEMEeHHBIE criocoObl H POPMBI OLIEHUBAHHS 00y4arOmMXCH.

OCHOBHBIMH ~KPUTEPHSIMH OLICHKH YCBOGHHS CiIylIaTelsMH ydeOHOro
Marepuala NpPHUIIPOBEJICHHH TEKYIIEro KOHTPOJIS B XO/¢ MPaKTUYECKHX 3aHATHH
SBJISIFOTCS:  TOJIHOTA OTBETOBHA IOCTABJIEHHBIE BOIPOCHI; [PaBHJIBHOCTh
BBINMOJIHEHUS JIGHCTBHI NIpH oTpaboTKe NMPAKTHYECKHX BOIPOCOB IKCIUTyaTalluH
M3y4aeMbIX CPEJICTB 3all[UThl HHPOPMALIHH.

KoHkpeTHble (OPMBI M THpPOLEIYPsl BXOJHOTO KOHTPOJS 3HAHMiA 1o
KaxjioiiteMe pa3pabarhiBalOTCs y4eOHBIM  3aBEIEHMEM CaMOCTOSTENBHO H
JOBOJISATCS 10 CBE/ICHHS obyuaronmxcs B TeUeHHE NepBOro JHA 00yyeHHs.

Jlns npoBejieHHsi KOHTPOJIbHO-TIPOBEPOYHBIX 3aHATHH 00pa3oBaTeIbHBIM
yupexaeHHeMpaspaboTanbl TECTOBBIE 3a/IaHMs, BKIIOYAIOUIME BOMPOCHL JUIs
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TECTHPOBaHMUs (He MeHee 25 BOIPOCOB /ISl HTOMOBOI'O TECTA). .

JInist  yCrnemHoro MpOXOX/AEHUS TECTHPOBaHHMS M IIOJY4YeHHs OLIEHKH
«3a4TeHo» Heobxoaumo Habpath He MeHee 70 Hanos.

OtBeT Ha BONPOC CYUTACTCS NTPABUIILHBIM, €CJIH OH SBJISETCS MOJTHBIM.

Tect BkIIO4aeT B cebsi BONPOCH], HANpPABIECHHbIE KaK HA KOHTPOJIb 3HAHHIA,
TaK ¥ Ha IPOBEPKY IMOJIy4eHHBIX HaBbIKOB paboTel. Bo Bpems TECTHPOBAHHS
~ 3ampelaeTcs MoJb30BaThCs KaKoH-11u00 IUTepaTypoi.

[Ipr npoBeIeHUH TECTHPOBAHHUS C HMCIOJIb30BaAHHEM :meKTpOHme (popM
KOHTPOJISi ¥ OLEHKH Yy KaXJIOro CJyniartens €CTh TPU MONBITKH HAlpOXOX/CHHEe
tTecTHpoBaHusi. Bpemsi Ha oaHy mnonbitky - 40 wmuHyTt. [lo okoHYaHHIO
MOMBITKUCITYLIATEb MOXKET BHJETh Pe3yJbTaThl TeCTa W IOJy4YeHHbIE Oasibl.
Takxe ¥MeeTcsi BO3MOXKHOCTh MPOCMOTPA OTYETa, MOKa3bIBAIONIErOOIUOKH NpH
MPOXOKJeHUH Tecta. OIeHKa BBICTABISAETCS 110 NOCIIE/(HEH TOMBITKE.,

Jlns arrectaidu  06ydaloOmMXCH HA COOTBETCTBHE HMX [EPCOHATBHBIX
JOCTIKEHHH MOATANHBIM TPeGOBaHHAM COOTBETCTBYyIOMmEl 06pazoBaTenbHON
MPOrpaMMbl  CO3JIAIOTCS  (DOH/ILIOLEHOUHBIX CPEJICTB, BKIIOYAIOLIME TUIIOBbIE
3ajlaHus, KOHTPOJIbHBIE pabOThl, TECTHl W METOABIKOHTPOJIS, I03BOJIAIONIHE
OLEHWTH 3HAHHMS, YMEHHS M YPOBeHb NpPHOOPETEHHBIX KOMIeTeHLHit. DOH/Ib!
OLIEHOYHBIX CPEACTB pa3pabarhiBAlOTCS M - YyTBEPXKAAlOTCs 00pa3oBaTeIbHEIM
YUPEeXKJCHHEM CaMOCTOATEIILHO.

JlunmaMm, yCHemiHO OCBOMBIIMM IIPOrpaMMy M [POILUE/IIAM HTOTOBYIO
aTTEeCTALUIO, BBIAIOTCS YIOCTOBEPEHHMS O MOBBIIEHHH KBAIU(pHKAIIHH. _

Jluniam, He INpOIUEJAIIMM MTOrOBOH aTTECTALMK WIH IIOJYYMBLIMM Ha
MTOTOBOW AaTTECTALMK HEY/IOBICTBOPHTENIBHBIC PE3yNbTaThl, a TaKkKe JHLAM,
OCBOMBIIIMM YaCTh IPOrPaMMBbI TTOBBILLIEHHS! KBAIH(PUKALNK U (HIH) OTYHCICHHBIM
M3 OpraHu3alluy, BbIaeTcs crpaBka 00 oOyd4eHHH WM O nepuoze oOydeHws, 1o
yCTaHOBJIEHHOMY 00pasiyy.

Ipumepneiii CRUCOK 80NPOCOB UMO2080T AMMECMAYUU.

1. Kakue nopmatusHbie akThl (momumo O3 «O mepcoHaIbHBIX JaHHBIX))
peryJupyioT 000poT NepcoOHANBHBIX JaHHBIX?

2. Ha xoro pacnpoctpansiercs 3akoHa «O nepcoHanbHbIX ,uaHme»'7

3. Uro Takoe mepcoHalbHble JaHHble PabOTHHMKA, KaKue CBEJEHHs K HIM
OTHOCSTCS?

4. KakuMu HOpPMATHUBHBIMH aKTaMH, B TOM YHCIIE H Mem,uynaponnblmu
PeryJImpyloTcst BONPOCK 3alUThl NEPCOHATBHBIX JIAHHBIX paGothuka?

5. HazoBuTe NIpUHLIMIIBI 00paGOTKH NEPCOHANBHBIX JIAHHBIX.

6. Kakue npenycMOTpeHbl TpCGOBaHHﬂ K oOpaboTke nepcoHalbHbIX
JIAHHBIX? ‘

7. HazoBute 1paBa cyOBbeKTOB B 06/1aCTH 3aLHTHI NePCOHAIbHbIX JIaHHBIX.

8. Jlaiire xapakTepuCTHKY oOs3aHHOCTSM paborozarens npu obpaborke
NePCOHAJIBHBIX JIaHHBIX pabOTHHKA.

9. Kakue ycranoBnenbl TpeboBaHus K mepesiave NepCOHATBHBIX JIaHHBIX
pabotrHuka?
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10. HazoBuTe BHJBI OTBETCTBEHHOCTH 3a HapyllleHWE 3aKOHOJATENIhCTBA B
0061aCTH 3aIUTHI IEPCOHANBHBIX JJAHHBIX pabOTHHUKA.

11. Kakue TexHMuYecKHe Mepbl HeOOXOAMMO NPUMEHATH NPH OpraHu3aluu
3aIIUTHI IEPCOHANIBHBIX JJAHHBIX? |
, 12, Kakue TexHHYECKHEe Mepbl HEOﬁXO)IPIMO TIPUMEHATE TIpH oprannsauun
ATATEI MEPCOHATBHBIX aHHBIX? : e

13. Bnpase jin (u3HuecKOe JIMLO MPEACTABIATH MEPCOHATBHBIE JlaHHBIE
CBOMX OJIM3KHUX POJICTBEHHUKOB?

14. Kakue pabortel no 3ammre [1/IlH MOryr OKa3bIBaThCS TOJBKO IpPU
HAJIMYMK JIMLEH3WH Ha OCYILECTBJEHUE JIeATEbHOCTH I0 TEXHUYECKOH 3aluTe

[1/1u?

15. KakoBbl 0053aHHOCTH OTIEpaTopa Mo 3aluTe NepCOHAIbHBIX AaHHbBIX?

16. KakoBa OTBeTCTBEHHOCTh 3a Hecobiozenne TpeGoBanmii 3akona «O
MEePCOHANILHBIX AaHHBIX»?

17. Yro Takoe arrecranus odbekra HHGOpMaTU3aLUK?

18. Slpnsercss nu mpoueaypa arrecranus oObeKra HH(OpMATH3ALMHU
00s13aTeNbHOH? ' |

19. Kro ocymectisier (YyHKIMH HaJ30pa M KOHTPOJIS 3a BBINOJIHEHHEM
--{B\eﬁonanqﬁ 3aKoHa «O 1nepcoHabHBIX JAHHBIX»?
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7 YUYEBHbIA IUTAH MNPOT'PAMMBI NOBBIINEHUSA
KBAJIMOUKALIUA

7.1 cneupamuctel OI'B 1 OMCY, opranusanuil ¥ y4pexaeHHi 1o 3ammre
uH(pOopMaLuy, OCYIIECTBIISIOLIHE pa3paboTky H IKCILTyaTalHIO
aBTOMATH3UPOBAHHBIX MH(MOPMALMOHHBIX cHUCTeM, obecrnevuBaroIuX 06pa60TKy,
XpaHeHHe U repejiady NnepcoHalbHbIX JaHHBIX. ‘

7.2 ®opma obyueHnus: ouHas
7.3 lIpoposkuTebHOCTL 00yYenus: 72 yaca

7.4 Ilnan yuebHoOro nmpouecca,

PacnpenesieHne BpeMeHH no
BHAAM 3aHATHIL, yac

@opmbl

ATTECTALIMH H

KOHTPOISA

~ 3HAHMI
vl LS

HanmenoBanue y4eGHbIX Moayeii, Tem

Yace! 3aHsaTHii ¢
npenoaaBaTeaem

Jlekuun
ofyuaonmxcs

3AHATHS
paboTsl

CemuHaps!

aATTECTALHSA

JlaGopaTopHbie
CamocTosnTensHasi paGoTa

Bcero yueGHBIX 4acoB
IpakTuyeckne

IpomexyTouHas

11

w
F
i
=)
~
=]
-]

1 2
3 ‘BasoBasi 4acTe’ 72| 58 | 46 12
Bxoanoe recrupoBanne - -
1.1, [Yuebustii moayan Ne 1. O6mue 16
[BOTIPOCHI TEXHUYECKOH 3aLHThI
HH(pOpPMAIHH.
1.1.1. [Tema Ne 1. [IpaBoBsie 1 8
Opranu3alHOHHbBIC OCHOBBI 3aIUThHI
H(pOpMaIHH OrPaHHUYCHHOTO
ocTymna.
1.1.2. [Tema Ne 2. Yrpossl Ge30onacHoCTH 8
HH(popMaLun Ha o0BeKTax
HbOpMaTH3aIHH, OCHOBHBIC
OpraHu3alHOHHbIe MEpBI,
TEXHHYECKHME W [IpOrpamMMHBIE
cpe/IcTBa 3auIMTEl HH(POPMALHK OT|
HECaAHKIIHOHUPOBAHHOTO JIOCTYTIA,
1.2. [Yuebnnrii moayan Ne 2. 26
Opranu3allMOHHO-TEXHHYECKHE
OCHOBBI obecrnieueHus
Oe3onacHocTH MEPCOHAIILHBIX
NaHHEIX B MH(OPMAIHOHHBIX
CACTEMAX NMEPCOHANBLHBIX JaHHBIX.

|
o
[

1.2.1. [Fema Ne 1. Meponpustis 1o 9
TEXHHYECKOMY oDecrneueHHIo
0e30nacHOCTH NEPCOHATBHBIX
JTAaHHBIX 11pH MX 0OpaboTke B
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HH(POPMALIHOHHBIX CHCTEMAX
MEePCOHANILHBIX JAHHBIX.

1.2.2. [Tema Ne 2. OCHOBEI Opranu3an{i U
BeseHust pabor no obecnedeHuIo)
GezonacHOCTH NEPCOHATBHBIX|
HDOPMAHOHHBIX CHCTEMaX
IIEPCOHAILHBIX JaHHBIX.

JaHHBIX 1pH HX oOpaboTke Bl

1.2.3 [Tema Ne 3. [Ilpakruueckue

. [peanH3alMH  THIOBBIX  MOJEleH
BANMINEHHBIX  MHPOPMALHOHHBIX
cucrteM 00pabOTKH mNepcoHaNbHBIX]
ITAHHBIX.

1.3. [Vuebnwiii mogenn Ne 3.
[IpakTHYECKHE METOIbI
peanu3aiuy 3amnMThl
1IePCOHANILHBIX TAHHBIX IIPH HX
06paboTke B HHPOPMALHOHHBIX
‘leucremax. Opranu3aius 3aiuThl

uadopmaunu cpeacrsamu ViPNet.

16

12

1.4, [Yuebnniii moxysn Ne 4. Temsl uist

CAMOCTOATEJIEHOI'O H3YUEHHS

14

14

2.  |[Mrorosas arrecTanus

- -

TecTupoBanue

HTorosoe recTupoBanue

Hroro:

72| 58

46

12

14

7.6 CBojiHbIe JaHHbIE 110 GI0KETY BpeMeHH

O6wnii 06bem BpemMenn, _
CTRMNQIYRR Detpeiit Pacnpepenenue yueGHoro BpemMens (KOJHYECTBO 4aCOB)
NporpaMmel i
(kajeHaapHbLIX AHeH/9acoB) '
M3 unx B Tom unciae
Beero Bpemsi na
Buixoanbie, Peaeps
4acos Yuebubie camocrosi- | Hrorosas
Beero | mpasauny-| Yuebnoe yuebnoro
S | yueGHBIX sauaThs no  |IIpakTHKH| TEABHYIW |aTTeCTAUHSA ‘ |
HbIe BpemMsi : 6 BpeMeHH
i 3anaTHil pacnucanuio pabory :
38 38 32 6 - 3auer -

crnaved
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8 KAJIEHJIAPHBIN YUEBHbBIN I'PA®UK

Cpoku Konnuecreo | Konnvecreo | Kommuecrso | TpoaosiknTeibHOCTD Cpokn
NpoBeACHHA paGounx JAHATHIL B JAHATHI B 3aHsTHS (B Yacax) HTOroBOIi
3AHATHIH HeNeb HEJIe10 Kypce arrecraluu
VeranaBnuBaloTCA 2 5 9 8 B KOHUE 2-i
peLieH1eM HEAETH
PYKOBOJIHTEISA

YUpeKIeHUSA 10
mepe
(popmupoBanus
rpynin

9 PABOYAS IIPOI'PAMMA YYEBHOI'O KYPCA

9.1 Copnepxanne y4eOHBIX MOAYJICH, TEM.
«O6ecneuenne 6€30MACHOCTH EPCOHANBHBIX JAHHBIX PU UX 00paboTke B
WH()OPMAIIHOHHBIX CUCTEMaX MePCOHAIbHBIX JaHHBIX).

Yyeonptit moayas Ne 1. O6mue Bonpochl TeXHHYECKOH 3aHTHI
HHpopManHu.

Ilean Moayast - nojiyueHye 3HaHUH B 00JIaCTH OpraHU3aldy TeXHHYECKOH
3a1IUThl HHGopMaluu, obpabaTbiBaeMOi B aBTOMaTH3MPOBAHHBIX CHCTEMAaX.

Tema Ne 1. Ilpaeoevie u  Op2AHU3AUUOHHbLIE  OCHOGbI  3AULUMDI
‘UG opMayUU 0ZPAHUYEHRN020 00CHYNA. :

OcHoBHblEe MOHATHS B oOmacty 3ammtel  uHGopmauuu. Crparerus
HAIMOHAJILHOMN Oe3onacHoCTH Poccuiickoit Penepanuu. JoxkTpuna

uHpopmarmonnoi OGezonacHoctn Poccuiickoii ®enepanyn. KoHuentyanbHbie
octoBel UB. Cucrema pokymentoB no 3M m KpaTkas XapakTepucTHKa ee
OCHOBHBIX COCTaBJISAIOLIHX.

| Crpykrypa ¥ HampasieHusi AesitelibHOCTH cHcTeMbl T3M B cyObekrax
Poccuiickoi Mexepanuu. 3azaun, mojaHoMouus U npasa GesepanbHoit ciryxObl 110
TexHuyeckoMy U akcrioprHomy Koutpoio (PCTIK Poccun).

OCHOBHBIE ~ HOPMATHBHO-METOJMYECKHE  JOKYMEHTBI,  OINpeJelistoIue
HANpaBjeHUsT M TOPSJOK OpraHu3aluy JeATeNbHOCTH, OpraHM3alMOHHbIE W
TeXHUYECKHEe Mephbl 0 0becreueH o Ge30NacHOCTH NEPCOHATBHBIX JIAHHBIX TIPH
ux obpaborke B HMHMOPMALMOHHBIX CHCTEMax II€PCOHANIbHBIX JaHHBIX.
Boamom{me PHCKH OpraHu3aluii 1 ux nociejcTsus npu yredyku IT/1n.

' ‘TlpaBa cyOBbEKTOB MepcOHANBHBIX JaHHBIX. CrocoGBl  3alUThl npas
CyOBEKTOB MePCOHANIBHBIX JJAHHBIX.

Tema Ne 2. Yzposer  6e3onachocmu  unopmayuu na o00vekmax
unopmamusayuu, OCHOGHbIE OpPZAHU3AKUOHHbIC MEpPbl, MeXHUYecKue U
Hpozpammmubie cpedcmea 3augumol UHGOPMAUUU OM HECAHKYUOHUPOCAHHOZ0
docmyna.

. OcobeHHOCTH HH(OPMALHOHHOIO 3JIEMEeHTa MH(OpPMALIHOHHOH CHCTEMBI
nepcona.nwmx JAHHBIX.
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[Monstus  «Oe3omacHocTH — MH(OPMALMU»,  «YTpo3sl  6E30MacHOCTH
HHOOPMALIHKY, «YSI3BUMOCTHY», «MCTOYHHKA YIpO3bl», «aTaku». LIemoCTHOCTS,
KOH(HUICHIIHATBHOCTD U JIOCTYITHOCTh HH(OpMAIMH.

Knaccuduxaums 00BEeKTOB UH(pOPMATH3ALIHH. MeTtoauueckue
peKoMeHJaluMu 10  KiaccHDUKalWH M KaTeropupoBaHui0  OOBEKTOB
_ urdopmaruzanuu. Yposuu sanmménoctu [1/1H, . s

" Knaccudukaiums yrpo3 GesomacHocTH MH(bOpManMu M Mx obmas
XapaKTepucTHKa.

Texunueckue kanans! yredku unpopmarmu (TKYH) n ux xnaccudpukanus.
[Tpuunsbl 1 Qu3nUeckue SBICHUS, NOPOXKIAIOIINE TEXHUYECKHE KaHANbl yTCUKH
undopmaiun (TKYH) npu sxcruryaranny 060beKT0B HHYOPMaTH3AIIHH.

XapakTepucTHKa OCHOBHBIX YIpo3 yTeukd MHGOpMalMH MO TEXHUYECKHM
KaHajaM. YIpo3bl yTeYKH aKycTHUecKoii (peueBoit) nHpOpMalMU. YIpo3sl yTEUKH
BUIOBOH MH(pOpMaluu. Yrpossl yredkd HHGOOpMALMU 10 KaHalaM MOOOYHBIX
NIEKTPOMArHUTHBIX U3JIyUeHHUH U HABOIOK.

bazoBasi Mojenb yrpo3 0e30macHOCTH NEPCOHANBHBIX JMAHHBIX NPH HX
06paboTke B MHYOPMAIMOHHBIX CHCTEMAaX NePCOHANILHBIX JIaHHBIX.

XapakTepucTHKa OCHOBHBIX YIrp0o3 HECAHKIMOHWPOBAHHOIO MAOCTyHa K
uHdopMalMy B MH(OPMALMOHHBIX CHCTEMaxX MNEPCOHANBHBIX NaHHbIX. OOmas
XapaKTepUCTHKA MCTOYHHMKOB  yIpo3  HECaHKIMOHWPOBAHHOIO  JIOCTyna . B
UHMOPMAIMOHHBIX CHCTEMAaX MEPCOHANBHBIX JaHHBIX. OCHOBHBICYS3BHMOCTH B
HMH(POPMALIMOHHBIX CUCTEMaX NePCOHANIBHBIX JIAHHBIX.

Pezynomam oceoenus Mooy

3uauun:

e OcHOBHbIE  TOHATHS ¥  ONpeZleNeHus  MHPOPMaAIMOHHOU
6e301macHoCTH; e i

e HopmaruBHble  JIOKYyMEHTHI B obmact  MHGOPMAIMOHHOM
0e301acHOCTH;

e [IpaBossie acnekTsl obecrneuenus 3amutel [1/1H;

e  Bo3MOXHBIE PHCKH OpraHM3alMii M HMX [OCJHEACTBHS IPH yTeuke

[11n; .
e  CrpykTypa u HanpasjieHHs JesTelbHOCTH cucTeMbl T3U.
Ymenus: _
e  VYmMeHnue KinaccupuLUUpoBaTh yrpo3bl He3onacHOCTH B

MH()OPMALIMOHHOMH CUCTEME;
; e  VYMeHHEe ONpeeNaTh TEXHHIECKHE KaHabl YTeUKH HHpOpMaluH;
e  VYmenwue cocTaBisaTh 6a30ByI0 Mojiens yrpo3 6ezonacHoctu [1/1H.

oo YueOnblii moayab Ne 2. Opranu3anHoOHHO-TEXHHYECKHE OCHOBbI
obecnevennsi G€30NACHOCTH NEPCOHAJIBLHBLIX [JAHHBIX B HHGOPMANHOHHBLIX
CHCTEMAX MEePCOHANILHBIX IAHHBIX.
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Heas moayas — mnoinydeHHe 3HaHHH B 00JACTH OpPraHMU3alHOHHO-
TexHu4eckoro obecrnieuenns [1/1x.

Tema Ne 1. Meponpusamusn no mexuuueckomy obecnevenuio
besonacnocmu nepconanbHbIX OAHHBIX RPU UX oﬁpab’omke 6 unghopmayuonnvix
cucmemax RepcoOHAIbHLIX OAHHbBIX. :

O6c¢nenoBanne HHGOPMALMOHHBIX CHCTEM MEPCOHANIBHBIX JAHHBIX C IENBIO
BBISIBIICHHsT (DaKTOB OOpabOTKM INEpCOHANBHBIX JAHHBIX, (OPM IpecTaBIeHHUs
NEPCOHAIIBHBIX JIAHHBIX, LENeH H 3aKOHHOCTH 0OpaboTkH, crocoboB, CPOKOB H
00BEMOB UX 06pabOTKH, UCTOUHHKOB TOIy4YeHus U Ap. PopMHpOBaHUE MepeyHs
MEePCOHAJILHBIX JIaHHBIX.

Paszpaborka mozenu yrpos u mapymmrens GesonacHocTH MH(GOPMALHH B
MH(OPMALMOHHBIX CHCTEMaX MepPCOHANBHBIX JaHHBIX. MeTo/MKa onpe/eneHus
AKTyallbHBIX Yrpo3 6e30MnacHOCTH NepcoHalIbHBIX JAHHBIX TpH UX obpaGoTke B
MH(OPMALIHOHHBIX CHCTEMaX MePCOHATBHbIX JaHHBIX.

[Topsinox cosnanus cucrem 3ammThl WHGOPMALMKM B MH(OPMAIHOHHBIX
CHUCTEMAX MEePCOHAIBHBIX JAHHBIX.

OcHoBHble npuHLMIEL 06ecriedenus: 6e30MacHOCTH MePCOHANBHBIX JAHHBIX
mpu_ uX  00paboTke:  3aKOHHOCTH,  NPEBEHTHBHOCTH,  aJIeKBATHOCTH,
HENPephIBHOCTH, aZlal THBHOCTH, CaMO3alHUThI, MHOT'OYPOBHEBOCTH,
NEPCOHAILHOH ~OTBETCTBEHHOCTH M MHHHUMM3ALMK TPUBUJIETHIA, pasjie/ieHus
MOJIHOMOYHMH M UX XapakTepucThka, OCHOBHBIC HAIPABIEHUS JESATENHHOCTH 110
obecrieueHHI0 Ge30MacHOCTH MePCOHANBHBIX JAHHBIX npd ux obpaborke B
MH(OPMAIIMOHHBIX CHCTEMaX MEPCOHATBHBIX JAaHHBIX.

Onpezenenne HeOOXOMMMBIX YpPOBHEH 3allMIIEHHOCTH TNEPCOHATBHBIX
AGHHBIX TPU UX 00paboTKe B MH(OPMALMOHHBIX CHCTEMAX B 3aBUCHMOCTH OT THIIA
aKTYallbHBIX ~ yYrpo3 Juisi HMH(GOPMALMOHHBIX CHCTEM, BHAA | 061>ema
00pabarbiBaeMbIX B HUX MEPCOHABHbIX JAHHBIX.

OcHoBHble TpeGOBaHUS ¥ PEKOMEH/ALUH MO 3alTe MEPCOHANIBHBIX
JIAaHHBIX OT yTe4KH 1o kanaiam [TOMMWH.

Ouenka s dexTHBHOCTH 3aIUTHI NEPCOHABHBIX JIaHHBIX,
00palaTbiBaeMbIX OCHOBHBIMH TEXHHYECKMMH CPEJICTBAMH H CHCTEMAMH, OT
yreuku yepes TKYU.

OcHOBHbIE TpeGOBaHMS H PEKOMEHAALMH 1O 3aliTe anbOpmauHH B
HH(OPMAIHOHHBIX CHCTEMAX MEPCOHAIBHBIX JAHHBIX OT HECAHKIMOHHPOBAHHOTO
nocryna. [lporpaMmHO-anmaparHbie CpeacTBa 3alMThI TEPCOHAIBHBIX JAHHBIX
1pu X 06paboTKe B MH(OPMAIHOHHBIX CHCTEMAX NEPCOHAJIBHBIX JaHHBIX.

Tunossie TpeboBaHus 1o OpraHu3aluu H obecneyeHuro
GyHKIMOHUpOBaHMs M (PPOBATBHBIX (kpunrorpaduyeckux) CPE/ICTB,
NMpE/IHA3HAYCHHBIX JUIA  3AlUThI MHQOPMALMH, HEe COJepXKalleH CBe/eHHH,
COCTaBJISIOIMX TOCY/IAPCTBEHHYIO TalHY.

Tpebosanus x cpencrBam 3amutel MHGOPMALMK JUIs  ObecIeYeHHs
Pa3MYHBIX YPOBHEH 3aIlMIIEHHOCTH MEPCOHAIBHBIX JaHHbIX.

AHaIM3 ~ TEXHMYECKMX  CPeiCTB  HECaHKIHOHHPOBAHHOTO  CheMa
HHOPMALMK. AHAIIN3 TEXHHYECKHX CPE/ICTB 3aIIUThI OT YTEUKH HH(POPMALUH.
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Ocobennoctn  obecrniedenust 0e30MaCHOCTH  MEPCOHAIBHBIX  JIAHHBIX,
obpabaTbiBaeMbIX Ha aBTOMATH3UPOBAHHBIX PabOYMX MECTAaX C MCIOJIE30BAHHEM
aBTOHOMHBIX [IDBM, B JIOKQJILHBIX BBIYMCIUTENBHBIX CETAX W MPH MEXKCETEBOM
B3aMMOJIEHCTBUH.

Ananu3 cpejcTB obecrnieyeHuss 0Ge30MacHOCTH IMEPCOHANBHBIX JIAHHBIX OT
¢busuyeckoro nocryrmna. BHOMeTquecxue nepcoaanbnme JlaHHble Ccrocobbl MX
UCTIOB30BAHUSI.

Tema Ne 2. Ocnoevl opzanuzauyuu u eedenus pabom no obecneyenuio
Oe3onacnocmu nepcoHaIbHbIX OQHHBIX NPU UX 00pabomKe 6 UHPOPMAYUOHHBLX
CUCIMEMax NePCcoHANbHBIX OAHHBLX.

CocraB mep no obecrneuennto 6Ge30MaCHOCTH IMEPCOHANBHBIX IAaHHBIX,
peaM3yeMbIX B pamMKaxX CHCTEMbI 3all[UTBhl NMEPCOHAJIBHBIX IAHHBIX C Y4ETOM
aKTyaJIbHBIX yrpo3 0e30MacHOCTH TNEepPCOHANBHBIX JAAHHBIX M I[PUMEHSEMBIX
MH(OPMAILIHOHHBIX TEXHOJIOTHIA.

Opranusaums  obGecrieuennsi 6e30MacHOCTH I1EPCOHAIBHBIX JAHHBIX B
OpraHu3alHaX H yupexueHusx. [lepedenb OCHOBHBIX JTANoOB MPH OpraHU3AIHH
paboT no .obecnevennio Ge30MACHOCTH NEPCOHATBHBIX. JaHHBIX. [lonoxenue 06
obecrieuenny ©e30MaCHOCTH TMEPCOHANBHBIX JAHHBIX NpPH HMX 06paboTke B
MH(OPMALIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JaHHBIX.

Conepkanue, nopsiok paspaboTKH M BBOJA B JIEHCTBHE BHYTPEHHHX
HOPMATHBHBIX JOKYMEHTOB M aKTOB HEHOPMATHBHOIO Xapakrepa no obpaborke
NEPCOHANIBHBIX JIaHHBIX M 00ecrneyeHuto 0e30MacHOCTH NepPCOHABHBIX JIaHHBIX.
ITonroroska  yBenomienuit 06 oOpaborke 1epcoHaNbHBIX  JIAHHBIX B
YHOJTHOMOYEHHBIN OpraH, MOpsA/I0K BHECEHHs U3MEHEHHUH B paHee Mpe/ICTaB/IeHHOE
B YIIOJIHOMOYEHHBIH OpraH yBeIoMJIEHHE, _

Obs3anHOCTH Omeparopa, OCYIIECTBISIONEro 06paboTKy MepcOHANBHBIX
AaHHbIX. Ilopsinok u ycioBus ob6paboTKM IepCOHANBHBIX JAHHBIX 0€3 CpejCcTB
aBromatusanud. Ilopsaaok u Mero/ sl 06e3nHUHBaHKs [TEPCOHANBHBIX JAHHBIX H UX
obesnnunBanus. OcobeHHocTH 06pabOTKH MEPCOHANBHBIX JAHHBIX B YCIOBHSX
FOCYAapCTBEHHOH  IPaIaHCKOH — CiykObl ¥ MyHHUMIANLHOH  CIyXKObI.
OrBeTcTBEHHOCTh 3a HapylleHHe TpeGOBaHMI 3aKOHOAATENHCTBA POCCHICKOM
Denepaunu B 06J1aCTH NIEPCOHANBHBIX JJAHHBIX.

Tema Ne 3. Ilpakmuueckue peanusayuu munogeolx mooenei 3au¢uu4ennux
UHPOPMAYUOHHBLX CUCHEM 00pabOMKU NEPCOHAILHBIX OAHHBIX.

Kowmmieke OpraHuM3allHOHHBIX M TEXHHYECKHX MEpONPUATHH (IpUMEHEHHs
TEXHUYECKHUX CPEJ/ICTB), B paMKaxX MOJACHCTEMBI 3allUTHI MEPCOHANBHBIX JaHHbIX,
pasBepThIBaEMON B HMH(OPMAIMOHHOM CHCTEME MEPCOHAIBHBIX JAHHBIX B
mpoliecce ee CO3JAaHusA WM MojepHu3alud. OCHOBHOE CO/IEp)KaHHe HTAToB
opranu3anuu obecnevenus 6€3011aCHOCTH MEPCOHAIBLHBIX JAHHBIX. )

BapuanTsl peanusaluy MEpONpUATHIA 110 3alUTE MEPCOHANBHBIX JAHHBIX U
THIIOBBIE MOJICJIM  3ALUMIICHHBIX HMH()OPMALMOHHBIX CHUCTEM IIEPCOHANBHBIX
J@HHBIX C MCHOJIB30BAaHUEM CYINECTBYIOUIMX CEPTU(UIMPOBAHHBIX CPEJCTB
3alMThl HHpOpMaLUHK.
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Atrecrauus 00bexkTOB MH(OpMaTH3aLMKH 10 TpeGoBaHMAM OGE30I1aCHOCTH
uHpopmauuu. CTpyKTypa, cojiepKaHie U TOPAAOK IOATOTOBKH JOKYMEHTOB MpH
arTecTalMi HHOOPMALMOHHON CHCTEMBI NIEPCOHANIBHBIX JaHHBIX 110 TPeOOBAHUIM
Oe3onacHocTH HHGOPMALIHH.

Pa3paGoTka HOpMaTHBHOH JOKYMEHTAallMM HeOoOXOAMMOM JyIs oﬁpaGOTKu
IT/In B MH(OPMaLIMOHHEBIX CHCTEMAX.

Pazpabotka OpraHu3alMOHHO-PACIIOPS IUTEJILHOM NIOKYMEHTAIIHH,
PerIaMEHTHPYIOIIeH — BONpOChl  Opranusauuu  obecrieyenus — Ge30macHOCTH
NMepPCOHANBHBIX JIAHHBIX M OKCITyaTallMd CPeJCTB 3alquThl WHPOPMALHMH B
MH(OPMAILIMOHHBIX CHCTEMAX MEPCOHANIBHBIX JIAHHBIX.

Buzbl, Gopmbl M criocoGbl KOHTPOJISI 3alMTHl NMEPCOHANBHBIX JAHHBIX B
HH(POPMALMOHHBIX CHCTEMAX MePCOHANbHBIX AaHHbIX. Ilnanuposanue pabot mo
KOHTPOJIKO COCTOSIHMS 3aIlUTHI [EPCOHANBHBIX JAHHBIX B HH(OPMALHOHHBIX
CHCTEeMax IepCOHABHBIX AaHHbIX. OCHOBHBIE BOIPOCHI, MOUIEKALHE MPOBEPKE
(aHaJm3y) P KOHTPOJIE COCTOSHHMA OPraHM3AlMM 3AUIUTHI NEPCOHANLHBIX
NaHHBIX. :

[laccuBHBIE M aKTHBHBIE CPEJ/ICTBA 3ALIUTHI IEPCOHANIBHBIX JIaHHBIX.

Pezynomam oceoenus modynsa.:
3nanusn:
®  OcHoBHble NpUHIMIB obecreyeHusi Ge30MaCHOCTH MEepPCOHATBHBIX
AGHHBIX IPH HX obpaborke;
e  OcHOBHbIE TPeGOBAHMS U pexomennauuu 10 3aumTe l'lepCOHaJIbHBIX
e Ounenka 3G (eKTHBHOCTH 3alMThI IEPCOHANLHBIX JaHHbIX;
e TunoBele TpeGOBaHMA IO = OpraHM3alMd W oGecnequmo
ynKumonHpoBaHUs MM(pPOBANLHBIX (KPHITOrpadUIECKHX) CPE/ICTB;
*  AnHanu3s cpe/cTB obecneuenns 6e30MacCHOCTH NEPCOHANBHBIX JAHHBIX
0T (PU3UYECKOI0 JOCTYIIa;
wee o Colepkanue, nopsi/iok pa3paboTKH M BBOJIA B JIGHCTBHE BHYTPEHHHX
HOPMATHUBHBIX JOKYMEHTOB M aKTOB;
e  OrsercTBeHHOCTh 3a HapylieHHe TpeGOBaHMH 3aKOHOJATENHCTBA
Poccuiickoii ®enepanuu B o6acTu NepCOHAIbHBIX JIaHHbBIX;
e  Komruieke opraHu3allMOHHBIX H TEXHHYECKUX MEPOIIPHUATHIL;
e  [laccuBHBIE M aKTUBHBIE CPEJICTBA 3AIUTHI IEPCOHANBHBIX JAHHBIX.
Ymenus:
e Paspaborka HOpMaTHBHOW HOKyMEeHTAlMM HEOOXOMMOH  JuIs
obpabotku I1/IH B MHpOPMAIIHOHHBEIX CHCTEMAaX;
* Paspaborka opraHM3alMOHHO-PACTIOPSAUTELHOMN JIOKYMEHTALHH;
e [llnauupoBanwe pabOoT 1O  KOHTPONIO  COCTOSHHS  3AIHTHI
NEPCOHANILHBIX JaHHBIX;
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Yuebuniit moayas Ne 3. Ilpakmuyeckue memoost peanuzayuu 3aujumol
HEPCOHANIbBHBIX OAHHBIX NpU ux 00pabomke 6 UHMOPMAUUOHHBIX CUCHIEMAX.

Opzanuzayun saugumel unopmayuu cpeocmeamu ViPNet.

B Mojayne paccmarpuBaloTCs TEOpeTHYecKHe M INpPaKTHYECKHe BOINPOCHI,
CBA3aHHblE ¢ obecrieyeHneM MHGOPMAIIMOHHONH 0e30MacHOCTH M OpraHu3aluei
3alIMIIEHHBIX KOMIBIOTEPHBIX CeTel, NO3BOJseT OBNAJeTh HaBBIKAMH paboOTHl B
3alMIIEHHON CeTH, 3HAKOMUT C OCHOBHBIMH 0COGEHHOCTSAMH paboThl ¢ CHCTEMOI
samuThl HHGopmanuu ViPNet. , .

Conepxxanue MOIyJIst:

. obmue noaoxenuss o0 uHGOpManMOHHOK OGe3omacHOCTH IS
TEJIEKOMMYHHUKALIMOHHBIX CUCTEM; ‘

. OCHOBHbIE€ KOMIIOHEHTBI CHCTEMBI 3alIUThI HH(OpMaLnH;

. VPN: onpenenenue, cocraB, XapaKTepUCTHKH, TpeOOBaHMS,;

. cucrema 3amuTel nHGopmaruu ViPNet: obiue ceieHus;

. texHojoruss ViPNet — KOHUeNIMs 3allMTBl M pasrpaHHYeHus
AocTyIna; A - itk

. nporpamMMHBIit komruteke ViPNet;

. ViPNet Client;

. «/lenosast moura», apronpoueccunr, LI,
. TUIOBEIEe cxemsbl puMenenus 110 ViPNet;
. nononuuTensabie Moaysu ITO ViPNet.

Iocne u3yueHus MOIyJIs CITyLIaTeNlh CMOXKET:

'+ pa3buparbcs B KOMIIOHEHTaX HHPOPMALHOHHOM Ge30macHoCTH;
. MCIIOJIL30BaTh ~ OCHOBHBIE ~ KOMIIOHEHTHI ~ CHCTEMBI  3aIUTEHI
HHpopMarm;
. IIPUMEHSTh METO/Ibl OpraHu3alluu 3aluuieHHbIX ceteil ViPNet;
. ycranasiauBath U Hactpausath [10 ViPNet Client;
. IIPOTOKOJIUPOBATH COOBITHS MPU TIOMOLIH XypHasa IP-nakeTos;
. HacTpauBaTh U paboTaTh ¢ TPAHCIIOPTHBIM MoyJieM MFTP;
. HCIIOJIB30BaTh IPHKIIAIHOE IIH(pPOBAHUE ITHCEM;
~*  HACTpaMBaTh aBTOMaTHYECKHH JOKYMEHTO00OOpOT;
. paboTath co ciryxbamu peasbHOro BpeMeHH;

. paborats ¢ nporpammoii «/lenosast mouray.



